Centre for
Information
Resilience

Analysis of the Pro -China Propaganda
Network Targeting International
Narratives



Centre for
Information
Resilience

Analysis of the Pro -China Propaganda Network
Targeting International Narratives

By Benjamin Strick

This report shows a coordinated attempt, using a mix of fake, real and stolen social media
gLLt GFOLQY Ut YndLjgtlaYGFuOl Fgudt FGCYsOl LOsudt FLiYHt FYL
amongst its supporters, and discredit claims critical of the Chinese Government.

The narratives amplified by the accounts are similar to those promoted by Chinese Government
officials and China state -linked media.

This report analyses the tactics, techniques and narratives of pro  -China networks and how they
are used to disseminate digital propaganda on  western social media networks.
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Executive summary

A coordinated influence operation on Twitter, Facebook and YouTube is using a mix of fake and
repurposed accounts to push pro -China narratives and distort perceptions on important issues.

The network targets significant  subjects such as US gun laws, COVID -19, human rights ¢éabuses in
Xinjiang, overseas conflicts and racial discrimination in a bid to inflame tensions, deny remarks
critical of China, and target western governments. The content was posted in English and Chine  se.

The narratives seen in this influence operation have similarities to content seen on the accounts
of Chinese Government representatives and China state -linked media, however this is not an
indication of attribution.

Pro-China influence operations ha ve maintained a consistent presence on  western social media

platforms with early operations being identified as far back as April 2017. These operations offer

an insight into the tactics, narratives and targets of information campaigns waged to elevate
UGFgOLIYLIGUgGUULIQYgFnYndLjLl OndGuYtsst FOFULjYguYuUOYst Cdu

This influence operation has similar hallmarks to networks that were taken down by social media
platforms in the past. It is likely that this operation is a continuation of those past efforts.

The accounts identified in this influence operation on Twitter used a mix of StyleGAN machine -
learning generated images as profile pictures and relied on a much larger network of accounts
using more authentic appearing images, anime images and repurposed a  ccounts.

On Facebook and YouTube, many of the accounts appearedto be  repurposed as well. There was
evidence of previous authentic -appearing ownership of the accounts indicating that at some
point there was a change of ownership, either through a takeove  r from password dumps or a
purchase from a seller of stolen accounts.

By conducting a manual review of many of the accounts across all platforms, we estimate
there are between 300 -500 accounts on Twitter, 40 -55 accounts and pages on Facebook and
12 accounts on YouTube.

Why is this report important?

This research is evidence of a deliberate effort to distort international perceptions on significant
issues.

In this case, the perceptions are in favour of China. If we value the ability to have open and honest
discussions and develop informed opinions 0 n social media, then understanding who is trying to
influence us, and how, is important.


https://www.aspi.org.au/report/tweeting-through-great-firewall
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About this report

This report is based on publicly available information. While the evidence is used to identify
narratives, tactics, and techniques, attribution remains with the social media platforms with
access to significantly more data than external researchers.

i OGLYI Ost 1l uaVYnt OLiYFtUYGFUOFnY Ut Yt dzOI LjuguOYuUOYFOUGH |
multiple platforms, and artificially boosts i ts own content. While there are verified state  -linked

accounts sharing similar content, this report focuses on the inauthentic behaviour of the

influence operation, and its content.

In assessment of potential links, actors and origins of the networks seen in this report, we do not
have strong attribution signals. It should be noted that in some cases, elements of the network
may be the result of third parties providing services used by actors for amplification.

China and influence operations

Pro-China propaganda networks have been exposed in the past by research groups working in
the influence operations research field. Much of that reporting has been reported off the back of
takedowns by social media platforms.

Past reporting from Graphika has termed similar pro -China propaganda networks as

Dasgot uTCgt OYAIl gttt FonYot uagrcoYl Ost 1l ulLjYt FYubady asgoat G-
2020 and 2021. The Australian Strategic Public Policy Institute (ASPI) also covered pro -China

networks in 2020, as well as Stanford 1O in 2020, and Bellingcat in 2020.

Common tactics that overlap between past influe  nce operations and this one are:

1 The use of text -heavy images on Twitter

1 The presence of repurposed accounts from previous owners that never posted in Chinese or
about any political issues but now appear to only communicate in Chinese and post about
weste rn news and pro -China content

1 The use of pro -China anti-west sentiment, and

1 The tactic of using accounts only for sharing content, and others only for posting

The content of the social media posts seen in this influence operation and those promoted by
China state officials and state media is very similar. The areas of crossover are on topics such as
denial of human rights abuses in Xinjiang, connecting issues of  gun violence and human rights _in
the US, targeting discrimination  in the US and speculation over the US handling of COVID -19
issues.



https://www.graphika.com/
https://www.graphika.com/reports/spamouflage/
https://www.graphika.com/reports/return-of-the-spamouflage-dragon-1/
https://www.graphika.com/reports/spamouflage-breakout/
https://www.aspi.org.au/report/retweeting-through-great-firewall
https://fsi-live.s3.us-west-1.amazonaws.com/s3fs-public/sio-china_story_white_paper-final.pdf
https://www.bellingcat.com/news/2020/05/05/uncovering-a-pro-chinese-government-information-operation-on-twitter-and-facebook-analysis-of-the-milesguo-bot-network/
https://twitter.com/zlj517/status/1376311041446047748?s=20
https://www.globaltimes.cn/content/1090293.shtml
https://twitter.com/XHNews/status/1374638440474570756?s=20
https://www.fmprc.gov.cn/mfa_eng/xwfw_665399/s2510_665401/t1872887.shtml
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Removal of these networks is often publicised by social media platforms in transparency reports;

they show examples of content shared in past networks and how it was shared. For example, in

2019, Twitter announced the takedown ofapro -: UGFgYGdF Tt 1 @gudt FYt 5Ol gudt FYO
5t CGUGLYCYndLLY I nYGFYftFEtY|tFtoORY

Facebook also announced takedowns in 2019 of accounts that o riginated in China and focused
on Hong Kong.

While there are similarities with past networks that have been identified by research groups and
have been removed by social media platforms, this research does not intend to attribute this
network; the platfo rms will inevitably have more data to make a more informed attribution.

Methodology

Collection

Data was collected from social media platforms for the purposes of this report through both API
access and manual social media search techniques.

The search for the content started with the identification of specific hashtags that have been
targeted by pro -China influence operations in the past.

The research started with three main hashtags of simplified terms:

1 # (Hong Kong)
1 # (United States), and
1 # (Guo Wengui)

i Ut LjOYUGLOU gt LijYGOI OYU LjiOnYut YLt CCOLUYngugVYTItaYi Gdauuod
used in tweets with either Chinese or English text. Where Chinese text was present, auto -
translate features were used to analyse tweet content.

After collect ing data for a period of one month, the data was processed and cleaned. This
facilitated the visualisation of the network via Gephi & a data visualisation platform.


https://blog.twitter.com/en_us/topics/company/2019/information_operations_directed_at_Hong_Kong.html
https://about.fb.com/news/2019/08/removing-cib-china/
https://twitter.com/search?q=%23%E9%A6%99%E6%B8%AF
https://twitter.com/search?q=%23%E7%BE%8E%E5%9B%BD
https://twitter.com/search?q=%23%E9%83%AD%E6%96%87%E8%B4%B5
https://twitter.com/search?q=%23%E9%83%AD%E6%96%87%E8%B4%B5
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That network of those hashtags was visualised as is, below.

This data visualisation | Os | OLJOF U LY UUOY GUt COVHI TYi Gauuol 6LjY gL uddz

hashtags.

In the visualisation there are small dots which are referred to as nodes; they are the accounts
that posted about those hashtags during the collection process. The lines bet ween them, seen
in red, are where interactions were strong, such as numerous mentions or retweets between
accounts.

This visualisation itself does not represent the whole network in this report. Rather, it shows all

of the network discussion around the th ree hashtags. This network visualisation is useful as it
allows the research to be shaped and then further investigated to identify signs of possible
automated accounts and the links they might have with other accounts.
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During our research, we found the re was automation of accounts that posted anti -Chinese
Government posts. These are discussed at a later stage in this report. However it does indicate
that by collecting the whole discussion around specific subjects, varying findings can be made.

After the larger visualisation of the data was complete, further analysis of the individual groups

of accounts (known as clusters) was performed to check their ~ &ju gu G Ljo WY gLjYut YGUOu UOI
part of a coordinated influence network, whether they were usi ng the same text, or if they were

normal human user accounts having a legitimate public discussion on content around the three

hashtags.

KFYnOuoOl 8GFGFt YgFYgLLt GFUoOLYLiuguuLQYLjt @80OYGdFndLgut | LjY

1 What was the activity of the account? Were they repeatedly tweeting using the same
hashtag?

1 Was the content tweeted similar to narratives identified in other reports? Was it a human rights
denialist? Did it appear as propaganda?

1 Did the account have a unique username? Or did i t appear to have a randomly generated

Twitter handle?

Were there personal profile specifics such as a profile picture, cover photo or bio?

What was the age of the account? Was it recently created?

CUGuYGO!I OYuUOYgLLt GFuoLiY®OuU!l 6L Lji YAGnYGuYUgdzOYBgFAY"

Did the account have a high retweet ratio? Or was it only posting content without interacting

with other content?

= =4 =4 =4

By following this checklist of questions to sort from authentic activity in the network to influence
campaign -linked accounts, we were ab le to identify clusters of accounts.

Once clusters were identified as possibly involved in the campaign, their accounts were scraped
for information such as: what they posted, who was liking their content, who they were following
and the bio, creation dat e and profile information.
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CUOFYUnOFuUGTAGFt YLt 80Yt TYuUOYLCULjuOI LjYgLjYsgl uVYt TYuuUc
of accounts that were part of the same network. This was mainly done by looking at

who retweeted content, and who liked content. An example of one of these ba tches can be

seen below .

@mu

mtane4

Qm @ha‘r‘g‘ﬁ‘m

alex

alis @,"‘ﬁ
@enc’é ﬂ‘1 6724
89
.wgle

8§11 OYgFGCALjGLYt TYO Ut GoYuUt LiOYLCULjuOI LjYt s 01l gulOnVYalLjYnd

After those batches were identified, the topics they were posting about or sharing was analysed,
GFnYOCGOLjUL6YE TYQGL Lt UtFoimopYdr fReYaccGuitd. it O1 YGOI OYT G

The accounts were split into two categories in those lists:

T 0 Ot LjuAGdounté that tweeted content  and did not use any retweet or like functions. Rather,
their job was to post original content.

0 ©s5 CiAcéolnts jere there to retweet, like and comment on tweets made by the poster
accounts. This made the tweets from the poster accounts look legitim ate in appearance with
retweets, likes and comments. Some amplifier accounts also acted as followers, giving the
poster accounts the appearance that they had legitimate follower numbers.
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Those poster and amplifier accounts were monitored for changes in ta ctics and the observation

of new narratives as they were introduced into the networks. Many of those new narratives were
OGgLGCAYUnOFUGTGEONYgLiYUUOAYLgBOYUFYUGGgdzOLjo Yt TYUGOOU LjY
For example, a new set of images and text was fed into the netw  ork two days after US President
9GnOFO6LIYgFFt UFLOBOFuYut YGGuUn!l gGYulttsLjyTltay Tt UgFd
# AOFGUOnYauguOLpnYat o0Vt TYUUOYS NIGFYY JHiWQirUYiwgPBg o Y
doubts about the US and its overseas operations.

r adelita adelisa @AdelitaAdelisa - Apr 17
‘ tZ51E] The U.S. media asked: What did the U.S. do in Afghanistan? The

U.S. does not know

KR e EEERETHTH4? XEACHAKIE

EBABA N WA AR WIE LLA L AL TARE. Renan- ARE 22 0 erm

WA R 000 BAY . LR EMES AN AR

AR AT AFERANN B AT PR RN AT, O XN S BARAU TART S MU B \ R 0 RN ARANEEE

LRl PAXR AL, ABAE . AENLR __ AREADRRTEE S SN- 0. SuR
MRETAN, A GEANR LANENES . BRen
AENAL NEFS2 SOnESSaN AN JODSARRL CRANES L ARDSTARNE L 1N, AEINE SHNEN. REFUNERDE-ARWN

ne AERE. SANEANAT S ADGN.

CEHRARANE. NEIASUARRELEEAST. SRNET 0 LA 6L AvRue.
ATARAZOTHE. - CREANNG .
AN ARNEASANTENET 0L TE RO R AR ARUN.

RA SR LEL L LU L L B

Narrative identification

When new narratives were identified, such as the example of the overseas wars above, common
keywords were selected and were added to the APl colle  ction to capture activity on the spread
of the new narratives, as well as the existing campaigns.

After the collection of more than 4000 tweets during March and April 2021, we then focused on
looking at individual amplifier accounts and the content they h ad posted in the past. By doing
this, we could identify where links were made away from Twitter, such as to blogs, various news
sites and YouTube.

10
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For example, the cluster identified below shows numerous nodes (accounts) surrounding a
central node.

The central node is the poster, which in this case is account @voQ1d96GDRTjJZD. The tweet from
the poster can be seen on the right.

The accounts surro unding poster @voQ1d96GDRTjJZD are the amplifiers.

By following the activity of poster @voQ1d96GDRTjJZD, we were able to identify further topics
the accounts in the network was posting about or sharing, indicating more narratives.

G\ Bux

"Some countries have aggressive DNA, yes, I'm
talklng about the United States"

@"‘mm&;‘n u2lg
@gk"(oam&‘uudms
B e - oont

A7 RO AT RREE DNA, JOHE, TRISAIOE R

73 s5y2n
oo iR A oo P
@c"‘ ‘“ltdgl @mué@gﬂ,.h"o,m

iy B
@719‘ zzlyn

@IgB

@htw Ifekfr

Cross-platform research

Atfter the collection of keywords from Twitter, a follow -up manual search was conducted on
Facebook, Instagram and YouTube using various digital research techniques and tools.

When accounts were identified as having shared similar ~ or same content (either through same

text, or similar infographic -style images) they were further analysed for narratives as well
as TTPs.

11
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For example, below is one of the search results for the tag # (United States) on Facebook .
These posts were often the same, if not similar, to the posts identified as being amplified by the
networks through Twitter.

O ama o ® = G -+95°-

#%E

7K people are posting about this

Fgfhgh
10h-Q

#&E The U.S. Anti-China "Strategic Competition Act" has
been approved for a low proportion of national defense

RERAE “HRMEPLE" KREBSEAE

Q a0 46 Shares

oY Like (D Comment @ Share -
Trevor Philips
Y e

#%E Don't be afraid to suppress and insist on speaking for
China: pay tribute to these "anti-black China® foreigners

ATEERHPREA, AREEZRPENAEA

Qa7 10 Comments 40 Shares
oY Like (D comment /A Share -
~ Moore Ritika
10h- @

#%E The U.S.'s severely deformed and distorted outiook on
development hurts others and hurts itself

AR EANERRRATHE

Y Like (D comment @ Share ®-

M BabulBa
® °0h @

200 Brinken warns China not to challenge the international
order: the West has not fallen yet

HWANAT NIRRT, SHERNF

12
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Data analysis

While there is a dependency on tools to collect, visualise and analyse the data collected in this
research, we relied on manual open-source verification of that data where possible.

The reliance upon mass data analysis tools may misidentifyt  he level of automation of accounts,
the origin of accounts, or the legitimacy of the content those accounts produce.

One way we mitigate this is the follow -up analysis we conducted after collecting accounts
associated with specific hashtags or keywords.  After collecting those accounts, we manually
investigated the accounts before assessing their role as part of a campaign, or just part of a
network communicating about a subject the campaign is targeting. We take this step to mitigate
potential risks of mi sidentification of automation or role as part of a network.

Privacy

During the research and identification of this influence campaign, we identified a number of
accounts that we believe were not purpose -made to serve the network, but rather were
previously owned by authentic human users.

Where necessary, in this report, we have redacted their details so as to maintain the privacy of
those unintentionally affect ed individuals who we suspect may be unaware their accounts are
being used as part of a pro -China propaganda campaign.

Limitations

It should be noted that this process only uses publicly available information. There are limitations

in this reporting as our research is based on a portion of the data which social media platform
investigation teams have full access to. In consideration o  f that, we identify what is visible and
provable through scrutiny of the data available to us and report those findings to the platforms

for their consideration. We attempt attribution where we are certain and can independently
prove elements.

Measuring impact

Assessment of the impact of this network, and others like it, are difficult given the nature of these
large, multi -account and cross -platform campaigns. However, one proven method to provide a
simple categorised indication of the impact of the net ~ work was summarised in a report detailing
ab 91 O0¢ bt UbyhBuengetbpedations specialist and Facebook Global Influence Operations
Threat Intel ligence Lead Ben Nimmo.



https://www.brookings.edu/wp-content/uploads/2020/09/Nimmo_influence_operations_PDF.pdf
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The Breakout Scale is a model that addresses the challenge of assessing the impact of influence
operations and disinformation. It divides influence operations into six categories indicative of
O GUOUUOI YUUOAY I Oog oftrivel acrossibltipte @latfaris (indulling traditional
media and policy debates), and whether they remain in one community or spread through many
communities 0

THE BREAKOUT SCALE

CATEGORY ONE CATEGORY TWO CATEGORY SIX
one platform, no breakout one platform, breakout OR multiple platforms, cross-medium breakout celebrity amplification policy response OR
many platforms, no multiple breakouts call for violence

breakout

We assess, given the available data and the limitations of not having access to full use r data, that
GUGLYFOUuUGHt I bYLt GCnYTgCCYGGuUGFYUUOYs gl gaduoll LjYt TYo:
due to the multiple platforms we have identified its presence on, but minimal breakout into
GUUGUOFUGLYLt @8UFGUGOLjRY § UL UY faTa¥ welhave YghiiedGHad dalg LijY L+ Fu O
been shared by other accounts in the network with the purpose of amplifying that content.

In the network identified in this report, we estimate there to be between 300 -500 accounts
on Twitter, 40 -55 accounts and page s on Facebook and 12 accounts on YouTube. However
there are limitations to the searchability of these platforms and auto -deletions that may
affect this estimation. Therefore , the actual size of the networks will be best figured by the
related platforms.

We also found that some of the accounts on Twitter and Facebook had different traits compared

to those in this network and more common of those associated with pro -China networks. We

 OCG 0dzOY U UOLIOY ©gAY T OYOGuUOI YOIt Gt Ub dayvgnddr folitRel LiY + | Y ¢
50l 51 LjOYt TYLjs1 OgniFt YLgOs gdt FLiR ¥R QU &Y 8009 Fsudiion GoLYgaig
may be attributable to a different actor.

14
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Part one: Multi -platform spread

The majority of the network collected in this research was found to be present on Twitter,
followed by Facebook, YouTube then Instagram (in order of count).

This does not necessarily indicate the preference of Twitter as a platform to use, as there are
other limiting factors that could explain this count such as the searchability of each of those
platforms for accounts, or other factors such as access to purchasing these accounts for the
network, or ease of creation of amplifier and poster accounts.

Repeated text and media were also identified on Facebook, Instagram and You Tube, similar to
past reporting.

The main techniques we identified that were utilised on each platform were:

1 Twitter : Large numbers of accounts with some acting as content posters, w hile the majority
acted as content amplifiers. The accounts held a mix of profile images, but a noticeable trait
was the use of the StyleGAN images.

1 Facebook: Use of previously human -owned accounts to spread activity, amplification
networks with a mix of repurposed and new accounts, some with StyleGAN images, to push
narratives through post and comment functions.

1 YouTube: Dispersal of narratives through video content ranging from well -produced
productions to short infographic style content. Many of the a ccounts were identified as having
previous owners, with significant gaps in uploads and often changing from a non -English

language to Chinese after years of no activity. The comments section underneath videos were
also used as a tool for amplification of n  arratives by what appears to be fake accounts & some
of which also uploaded the same video content.

Twitter: Amplification rings and StyleGAN accounts

Data was collected from Twitter using the API and the following hashtags:

1 # & (United States)
1 # & (Guo Wengui)
1 # & (Hong Kong)

These tags were repeated targets of pro -China propaganda sentiment and amplified or
discredited subjects using those hashtags.

15


https://twitter.com/search?q=%23%E7%BE%8E%E5%9B%BD
https://twitter.com/search?q=%23%E9%83%AD%E6%96%87%E8%B4%B5
https://twitter.com/search?q=%23%E9%83%AD%E6%96%87%E8%B4%B5
https://twitter.com/search?q=%23%E9%A6%99%E6%B8%AF
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However, it should be noted that not all  of the content under those hashtags was pro -China
content. Rather, there was a mix of authentic users joining the international discussion around
those topics, as well as other propaganda. Anti -CCP propaganda was also present in content
under these hashta gs. Similar elements of that anti -CCP content were identified in this report
from Graphika on social media platforms with a strong presence on Twitter.

All th e data collected was visualised in a network graph format through Gephi for further analysis

of the way the networks operate in terms of original posters and the amplifiers. This visualisation
can be seen below. In the graph, each small node represents a T  witter account, the red lines
seen between some of the accounts represent the weight of interactions.

16
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We can see the nature of how some of the accounts operated in the network in more granular
detail by looking at accounts that were identified as rep  eatedly posting pro -China propaganda.
For example, account @voQ1d96GDRT|JZDis centred in the middle of the cluster  below .

@""’“th‘1 u2lg
@gklk‘a”‘d‘}‘uudrm
gl “ ”““

@qfqo‘m" @voq zd 7r0
@°1J"' ‘ tali 1 Nathy
...’-ebm
arndP:

@zlgs

@veq
@htw Ifekfr
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We can see the surrounding accounts that are clustered around the central account of voQ1,
which correlates with what we see 0 n Twitter in the screenshot below .

MWETE
@voQ1d96GDRTjJZD

' =| "Some countries have aggressive DNA, yes, I'm
talkmg about the United States"

“HIEZXA @M DNA, B4, RErHEXE”

EXRUNSHE. RENTRRS

RBRONSBRIEAETNS Y

TANY, RESRSAMAR /ANTERANEL. MRS, EREY
“IENA" KRR ORRLT

4:33 AM - Apr 6, 2021 - Twitter Web App IMGJ

24 Retweets 1 Like

18
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Below is a screenshot of the accounts that retweeted that post seen above.

Tweet

@\ nEE

"Some countries have aggressive DNA, yes, I'm
talking about the United States"

Retweeted by

BEST
@AYSoMM8UJbPmAgB

+2X3

@my5xbM4oDsheMKw

SRR
@HekaXoU9GDLMI9u

Follow

e L

@rmexuMU7kIIV7c6

R KNS LA

@EEalOvnv7gS5Y2n

TRRHE
@BQgV2QcL1Y1Lfon

yn MRAEERRUWPIN
¥ @MmlbJc20F1h8RzS

THNE
@Qb1fXfeOUcVHFQS
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All the accounts retweeting that post, and many others like it, follow zero accounts, and have
zero followers. Their purpose is to amplify content.

FRFRWENA

° °

&

ART-BORGRE OH o™ BRRIONER

°

® b ¢ @ 2

xne

°

/é)

~
REFRT =1 Serendipity-Karryl, AFRAFHAR

o o o ° o o ° o o

This cluster is not alone, many of the clusters we identified in the entire network follow the same
process and carry the exact same traits.

20
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Through the Gephi visualisation, the clusters were coloured based on modularity, or the strength
of their connections within the clusters.

For example, many of the accounts in the clusters below, especially the am plifier accounts, were
directly connected through either interactions, or through the accounts they followed. This is
why they are all indicated by the same colour, due to their strong connections of follows, likes

and retweets.

21
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Another example of t he clustering of amplifiers can be seen in the analysis of a tweet by user
@Z20e51610873(below) that had 152 comments, which is abnormally high in comparison to the 11

retweets and four likes of the post. It appeared many of these were iterations of suppor t for the

post GGU UYLt ®©880FuLjYLjuL UVY® YG®udgud liydn FFAY QFg@kYuUgui Y F
gOgEGFt Yin

a Zoe @Z0e51610873 - Mar 23

Go ahead, tell them everything you know. It'll only take 10 seconds.!

&

WenGui GUO

22
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Zoe @Z0eb51610873 - Mar 24
Replying to
That's ridiculous

—_—

()

Zoe @Z0e51610873 - Mar 25
Replying to
yes, it is funny

) a~
P tl

linxin @huanglinxin963 - Mar 25

Replying to
really funning

Q ()

iTeller_zc @ltellerZ - Mar 23
Replying to
just rediclious! amazing!

P

O [

Nicholas @Nichola67218038 - Mar 25
Replying to
I'm embarrassed to hear that

[

QunWenjing @WenjingQun - Mar 2
Replying to '
hope more people know the truth

()

LingMiaoke @ling_miaoke - Mar 25
Replying to
a lie is always a lie

P
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On a graph, this can be easily detected as seen below. There appeared to be only interactions

with amplifiersinthe L 85 gt FOLYFOUGH I bYgFnYninYFtuYgssOgl Yut v
users on Twitter posting about the hashtag or commenting on it. This is very indicative of a poster

and amplifier cluster.

It should be noted that this does not mean that these account LjY gl OYO Il t U Ljo QYgLjYuUOAY®
users running the accounts. But it does show that this cluster had no links to other accounts
posting about the same hashtag.
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During the collection of Twitter accounts, some of the posters and their amplifier clust ers
appeared to be removed by Twitter. This was possibly due to automated indicators picked up by
the platform.

For example, we can see account @corinnehartmalQ and their corresponding amplification
cluster below.
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https://twitter.com/CorinneHartma10

Subsequently , the account was suspended from the platform.

@CorinneHartma10

Account suspended

S
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The amplification of some of the tweets in the network were simple to spot in the research. For
example, some tweets gave a very inauthentic imbalance of comment, retweet and like ratios,
as seen in the examples below from accounts ~@memory 017, @judeyow and @AdelitaAdelisa .

=
@memory_017

"EEL"F ERARNAE

2:21 AM - Apr 16, 2021 - Twitter Web App IMGJ

118 Retweets 9 Likes
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https://twitter.com/memory_017
https://twitter.com/judeyow
https://twitter.com/AdelitaAdelisa
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Jude Miranda ieyow - Apr 8 11 FTRFBWUMA Retweeted

The shocking U.S. human rights record “ adelita adelisa ¢
Behind the case of Chinese professor Chen Gang: The US "China
Action Plan" is actually "criminalizing China"

EEPEERIR TG REP ET AR 308 R e E

The research also found other tweets that were not liked or retweeted but were instead just
spam tweets using the same text, tags and images. For example, in the graphic below tweets
using the same tag s, text and images were all seen uploaded in one day.

Throughout the research, we also identified a significant presence of StyleGAN images used as
profile pictures within the networks.

StyleGAN, short for Style Generative Adversarial Networks, is a type of machine learning
framework, where a technique trai ned on a dataset is able to generate new data with the same
statistics as the dataset. For StyleGAN networks, the technique enables brand new faces to be

LI OgulOnYuUguYnt FouYOndLjuaYGFYlI OgCYCGToOnYy
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Reporting from the New York Times explained the use of these images and the ability for the
sUlF CaLYut YIGAY O Tg b O hsf@iseddédotpist.cond Yhéstalsad jiadelstyleGAN
TgLOLjYSt | OYgLLOLjLiGI coYut YuUOYsiurlrcaLYuUlt it UYgVYLjias CC

The use of these fake faces has been common in fake networks but have rarely been spotted in
pro - China networks.

For the accounts using StyleGAN images in these networks, many of them were made in January
2021, specifically in batches at the same time.
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https://www.nytimes.com/interactive/2020/11/21/science/artificial-intelligence-fake-people-faces.html
https://thispersondoesnotexist.com/
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There are a number of techniques we can use to assess the legitimacy of these fake faces. Many
of the assessmen ts look at the structure of the eyes and their location. The StyleGAN images
have the eyes in the same location in each image, so we can use the easy identification of the
centrality of the StyleGAN faces, namely the eyes, as unique identification points.
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Due to the nature of GAN -I g LjOn Y i 9gt OLiIQYuUOY Ol COFnidFtoYt TYuUOY G

mismatched parts of the face that a detailed look can identify.

For example , with account HATZ we can see the blurring around the ears and above the hairline
where a background has blurred with the hair.

m

AEEI @ IFRAR T IE

Account z6vl has differing features that, upon closer inspection, appear to reveal the GAN glitch.
We can see those in the mismatched angle of the teeth, the hair that has been blended into

the background and the hand in the left of the image that has been blurred with what is likely
another image.

EERET
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https://twitter.com/HATZsgYKyOGJijC/photo
https://twitter.com/z6vIzRtFnRRZLKP
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We can also see common creation dates during January 2021, namely on January 8 and January 25.
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Facebook: Repurposed accounts and StyleGAN amplifiers
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Our research on Facebook was conducted using the keywords of the narratives identified on
Twitter a nd searching for that content on Facebook.

A sample of searching the tags that were identified on Twitter through the Facebook search can

be seen below.

0 O #E%m
#3EE

® @ &P

7K people are posting about this

Fafhgh
¢ 100 D

#%[H The US. Anti-China "Strategic Competition Act* has
been approved for a low proportion of national defense

AN “HMROAE" KRN SERE

oY Like ) Comment A Share ®-

Trevor Philips.
¥ e

#XE[8 Don't be afraid to suppress and insist on speaking for
China: pay tribute to these "anti-black China® foreigners

ARITRERRPRRS, BRI RRPRHARA

o) Like J Comment A Share P

Moore Ritika
@
2R The U.S's severely deformed and distorted outlook on
development hurts others and hurts itself

© a7 S
o Like ) Comment A Share ®-
M BabulBa
e n @

#%[ Brinken warns China not to challenge the international
order: the West has not fallen yet

SHARTPRNRENERT, SHERNF

-
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There were a number of cross-posted graphics and texts that were amplified by repeated
networks of Facebook pages, new accounts and previously repurposed accounts.

For example, the posts below from one account have traction from very similar users.

O e e sy 0 X0 Only the United States “thanks” Jagan for discharging S Biden: Systemic racism is "3 $1ain on the American soul®
wal\/l. s 0 the sea. Was lmk:»d nt? |
RERRTRNAO AN BNARBSHRE RNNR SN BENAAN, BRE? | WO RRAWRE R CAEAALNSAT

o
ke
1) ke Comment 2 shate N -
9 o oY tike O commant
ENGBHLBENFE 8 »u
L Seply Sae Tranaistion i -
I he Hogiy - Sow Transiaion ) RENSEALS
CRT ) e Uk Beply Sen Tran
[T —— - q I
‘ Cheistin Taytee See Translation kexia
ERNRLTNE, REHEE, © s
o ltixullmmn READ-TAW. BHEKF e s saveson
OARL, MEMSES IR AN, et ey — RN TEA
[ ] Like Wapty Sea Travalatic Uke Regly Sen Tran
o B svwne i '} RRME TTHEN, FORSHE, °
Q@ ARENERAGXBLAENS, BOREERART o, BLSNRECENNOAZNTE,
e AR iae
P ') B o uilm!a FRROENRMATE L. SRR ’ Werck Usm
RROBNSHURIBEBEDR2S, a0, WR, ARKA
Lite Seply - Sae Transiation s - Raply See Tranviation Ikn - Reply  Sew Transtation

Comments can be tracked as seen below.

. — T —
. o~ 2 ‘o s A ) AM O
e RO I oo X Only the United States “thacks® Japan for dscharging #HIL Biden: Systemic racism is *a stain on the American soul™
71
RAAmRN WONRMERS. REN WL e N poiiatants Sl [hag i Yl M e okl

RaLnma”

BRAWR T

SRR S BENEAN . BT |

o <
o: = ;
o Uike : O 42
e ’ : 2 s D Like O commant
RNsENEBEN~E o
¢ m 8 nowo )
R R e— !Illfls#x;
: 225, Xaren Staughter
= B e
- - IIIH r'. REHEE,

e wasty S rasbien

om
Thouszrennca

e
brareniarid ; @ sy
[ A AXDEANSANG, REAN-TAN, BHELF
SSGunr asaon anas-n o AR 7! @ . |
OARL, MEMSES TN AN, g e e 3 ¥
© I T
B e RREE-TFHEN, FHRSHEE, ° n
lmannnwluruln BOREERART " BASARSS, BASNRISEMNNEAZMTE,
KRR e
Q = S— -
P R HFRMEN, WAROENREATEK, XHR ' Worck Usm
RTOHBNSHURABEBABR2P, La a0, WX, ARKA
AT < Vgt s Ao Sidneiatiing Uks  Reply Sew Transtation

The main poster account seen above appears to have a past history as well, as the account has
more than 1000 friends and has never communicated in Chinese prior to April 2021.

There was a significant gap in posting history of the account between April 20 20& April 2021,
where the change in political interests, and posting language appeared to change.
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Some of the accounts showed signs they were owned by users from Bangladesh. This is similar
to previous pro -China campaigns, as was noted by ASPIin a 2020 report.

s April15 at 5:03 AM - Q

#%[E No wonder the U.S. supports Japan's nuclear discharge
of wastewater into the sea, it turns out that it has a precedent

AERM LI A ERAAR BOEACH AN

o 29 10 Comments 38 Shares

View 1 more comment

=
|
0l

llé EEEAE, BRIDNNG

Soe Translation - 51 .
Like - Reply - See Translation

oY Like (D Comment 2> Share

View 5 more comments

S 2
= April14at6:51AM - @

#EE  QONFRERVHE (FRAESIT) RH) RE—EMEE
B, ZWARE (ETE) , MECUEEENESR, HIREH &
AR ARG RIGEERT, RELPTLUE(E, WRRREEMN, R
FELPEETE, FERMRFARMBEGME!

See Translation

o I ocotec his profile picture
- August 3, 2017

[HUMBET | veaked, 207 R B

O 1 14 Comments 49 Shares
O 35 3 Comments

@ Share

Y Like (J comment &> Share
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https://s3-ap-southeast-2.amazonaws.com/ad-aspi/2020-06/Retweeting%20through%20the%20great%20firewall_1.pdf?ZzW5dlyqlOOgG5m9oHj9DWsjgtXD6TCA
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To get an understanding of the size of the network,t  he research looked at a humber of the posts
and how many accounts were amplifying the content in the campaign, as it appeared much of it
was cross -posting and amplifying the content within the network, much like the tactic of the
clusters on Twitter.

Publicly available metrics on Facebook of amplification of likes, comments and shares give a
possible indication as to the number of accounts amplifying the content.

In consideration of the metrics of shares and likes, we estimate this cluster to be with in the range
of 40-55 accounts, however there may be more accounts not publicly searchable that a platform
might have access to, or some accounts may be dormant in the network and not active.

The Facebook pages identified as sharing the same, and similar ~ content, appeared to have very

similar creation dates ranging in either late April, or early May. This is also similar to when some
of the Facebook accounts changed in their communication language and content.
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For the Facebook page creation dates,wec ¢ F Y dzi O

seen below.

About

1l 1,383 people like this

£ 1,383 people tollow this

Suggest Edits

Does this Page have a phone number?
Yes Unsure No

Photos

= Page created - April 20, 2021

About

1le 1.368 people ke this
£ 1368 people follow this
© S5end Message

B ComecaPhoto

Suggest Edits
Does this Page have a phone number?

M Page created - May 8, 2020

Moore Ritika
Y
#20 The U.S.'s severely deformed and distorted outiook on
development hurts others and hurts itself

RS RS EANENRRATHE

) Like ) Comment

. Sasha Larin
REREXMBATHIOWMN,
station

Lo Reply Soe Tran

Moore Ritika
May 7 at 305 AM - @
WEI The United States announced the abandonment of the
New Crown vaccine patent, but the mRANA vaccine may still be
“exclusive 1o the rich™

AXRANAKEAR K. 8o A EA SR

w o
#R The U.S. Anti-China *Strategic Competition Act® has been
approved for a o propertion of natns! defense

AN EMROER" KENWSIE AN

A Share

o

#X[U The United States has completed two-thirds of the
vaccination? Biden blatantly claimed credit and was demalished
by the Associated Press on the same day

AREARANNZFII NESRAN. AR ATAN

L SRS SR ST ——

— R -

= =y,

5 Like *) Comment /> Share

About

il 1,378 people Ske this

& 1,379 people folow this

© Senc Message

o)

Suggest Edits

Does this Page have a phone number?
Yes Unsure No

Photos

() Page Transparency
Face 0 on

K Is shaw

= Page created - April 20, 2021

About

oy 1,367 people like this

) 1,367 people follow this

Suggest Edits
Does this Page have a phone number?

{) Page Transparenc

X

= Page created - April 20, 2021

YuUOY0

Centre for
Information
Resilience

5 gdfedduyelof egch phageg

Most Relevant v

=
BARREHHRON. WiEA
Like Beply  Ses Translation &

View 4 more comments

Trevor Phisips
) oy 72107 An-@
¥ Something happened in the sky! The United States has
no brains to preach “China threat”, and the “devil's claws™ have
reached out 1o space

AERET ) RNEMAREEN, TREEANAAS

e
2 e
= 7
e
O
oY Like (D Comment 2 share
.

WL Beinken warns Chind not 10 challenge the international
order; the West has not fallen yet

SRAREPHNRRERAT. ANERNT

M Babuls
B ey w2690

#RH The WHO supported China's vaccines, and the Biden
government immediately announced that it would give up
vaccine patents. What are the intentions?

e

) Comment A Share

Our research also uncovered the use of StyleGAN images used as profile images of some of the
amplification accounts. On Facebook, the majority of those accounts were commenting on the

posts. The accounts that used StyleGAN images had account names akin to

that of Turkish origin,

and some appeared to have authentic user friends based in Turkey, which might also indicate
that these accounts have been repurposed with a new profile image.
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Those accounts identified above were used to comment on, like and sha re posts. Below is an
example of the comments and the likes of one post.

E——
@ BBMERE B/ERRIE

Like Reply See Translation 4d

I
HEMBEBRTTNX
L8] ik T 022 X

Like Reply See Translation 4d

l%fﬂvﬂfﬂﬂiﬁﬁiﬂ c REFUE - B LAE - HEFRE—REECTFNS
o

92
|

& Add Friend

0

9

e ARBAET LT
3

®

Like Reply See Translation  4d

— & I &' Add Friend
Like - Reply - See Translation - 4d Q . & Add Friend
e

ERARZENEET HFL—ERERLET

L - gly - Sea Trimslaton 62 =) — & Add Friend
Lo ]

i €, m— & Add Friend
Like Reply See Translation 4a

e orre—

EMEEOLET 7R RIS . I 2 Add Friend

Like - Reply See Translation - 4d

' B2 ELRRRE

Like Reply See Translation - 4d

i

& Add Friend

Those images can be tiled as follows.
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And then assessed for centrality of the eyes as seen below.

The accounts using StyleGAN images with Turkish names on Facebook appear to have a more
rigorous selection process for their profile images, as we were unable to identify many images
with obvious flaws. This may indicate that these specific accounts are pa rt of a paid -for network
to purchase likes.

Upon closer inspection, a more detailed analysis of one of these accounts shows there are still
minor flaws in the images.
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Qa0 X
) — s
© m—— —
@_ & Add Friend
€, & raans Py—
%_ & Add Friend _
O 3 saa '
e xs
“ I & Add Friend Wk ¥ Ewe

In this specific case of the account above, the image has failed to blend t he glasses correctly to
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YouTube: Cross-posting of narratives through  repurposed accounts

Content was less significant on YouTube than Twitter or Facebook. This might be due to the
limitation in video communication and the en  -masse appeal of conducting text and image -based
information operations.

Of the accounts we did identify, there appeare d to be signs of repurposed accounts, where
previous users had uploaded videos, then years passed, and then at once, numerous pro -China
propaganda videos were uploaded.

For example , in the screenshots below of different accounts, we can see there were vi deos
posted in the past in one language, then years pass without activity before a new wave of pro -
government video uploads occur red, this time in Chinese.

Uploads Pl

.
<9

BN EARE, TR
R

oy 7&3’%\.:&

i@!ﬁ;ﬁm*ﬁﬁ 31Af2 {7‘ = .;, AR R % b | X BARE—T TEEDH, SEERK LPRAMLIXEN L

=B wt

113:40 w

Aap Ka Sahir Morning Show 9 Aap Ka Sahir Morning Show Aap Ka Sahir Morning Show
August 2016 Complete Sahir Lodhi 22 August 2016 Sahir Lodhi 26 August 2016
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Q‘:“ra 3 F'}‘
VRIS, |

- 2:51,

Uphold the Vision of a The U S only announced aid Refusing to assist India in ARHEL AW, ® p Guns everywheve in America
Community with a shared... after the outbreak in India g... fighting the epidemic reflect..  RE[CER~RNER.. %" ,_& )\ 8‘] %‘ EUERNTRRE

Ve y 5 d .
1 X4y
2 A 4 ..
TSI 2:57 | pemissstiae 2:51 2
A New Report on Tracing the BN MR REAW CHINA WHO MAKES THE Racial discrimination is Anti Asian violent incidents REPEERETE
Virus, Protesting against.. BM!  (Racial TRUTH KNOWN TO THE. difficult to solve, American. surgcd and stop hatred of. .

i&ﬁ‘ *‘Ms‘ N &

“n .
Winao syl 215 Wias wx-eu- 215 - 2:14 S 2:33

- e
MIERTT, #HEMERTMAER nﬂx!ﬁs 3 3 REBRHREHT, RE What will it take to the end REFARERFTHETERS America's selfishness vs
Only by behaving properly... RSN, AFEXFER.. it § .. BLM protests? biuie Fog7vE EREA.. China's responsibility (%,

255 N Y
l Do NI T 6 ‘
-ﬂ l -lp -

XEBHNERRONTAEE XREELSARSILE, B Die langen grossen Ferien Die langen grossen Ferien Die langen grossen Ferien Die langen grossen Ferien
[ e REiFeR IR Staffel 1 Folge 3 hd german... Staffel 1 Folge 2 hd german... Staffel 1 Folge 8 hd german... Staffel 1 Folge 7 hd german...

i UOYFg!l 1 guddzOLjYt TYuUOYdzinOt LjYl O8gGFOnYLt FLjGLUOFUYGQ
in the following section) and used contrasting stories to sow doubt and discredit opponents, such

as the US. The sharing of these narratives through graphic video content on YouTube is very

similar to previous reports on pro -China propaganda networks repor ted on by Graphika and ASPI.

In one video, for example, the situation in India was used as a contrast to the US, wher e it is
alleged in the video that there is a dire need for vaccines in India, yet factories in the US allow
them to expire.
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https://graphika.com/reports/spamouflage-dragon-goes-to-america/
https://s3-ap-southeast-2.amazonaws.com/ad-aspi/2020-09/Viral%20videos.pdf
https://www.youtube.com/watch?v=JyeLOEmNLTo&t=42s
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the United'States; the guardian of humanitarianism, looked away
e i ' : : @ o RO

COVID-19 vaccine

Get the latest information from the NHS.

India's out-of-control epidemic highlights the hypocrisy of American human rights

Another product of YouTube used to convey and amplify narratives is the comments section
under the videos. This research identi fied comments were very consistent with the narrative lines
and were an extra outlet for amplification by anonymous or fake accounts. For example, in the
video above, the comments can be seen below.

javier madie 1w )
"No one is an island", especially among countries

i &

gave simard 1 v

The selfishness of the United States in the fight against the epidemic has been exposed to the eyes of the people of the world.

. 9

gaven simard 1 we

India desperately needs vaccine raw materials, but the United States is deaf

fred valerie 1 g
Faced with the out-of-control epidemic in India, China extends a helping hand regardless of previous suspicions

i ®  REPLY
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at @0Yt TYuUt LjiOYo Lt 280F U Ol 6 Y glhated thpugh jiely a&eounts Bsywell dzi n Ot LjVY i
indicating that YouTube accounts act as content sharers as well as amplifiers. In the screenshots
below we can see commenters 0 T1 On Ydng GOl G O6 also had video content.

& Javiermadie 1 week o
B- *No one is an island”, especially among countries
[
¥ gave simard
q.‘ The selfishni he United States in the fight against the epidemic has been exposed to the eyes of the people of the world.
i 8
§F f  oaven simard | w tEnsBimilions of adults ir
d India desperately vaccine raw materials, but the United States is deaf EEN
[
fred valerie
Faced with the out-of-control epidemic in India, China extends a helping hand regardless of previous suspicions

e W' REPLY

@ Kermighan Saul
¥ Somanythings happened in 8

- 9

‘ Jensvold Cleta
50 horrible

Weird
There is no safe place

.y

e) Bilotro Bily 3
There is really no safaty at all

. 9

v C’ Beautiful distributor SUBSCRIBE

Vs Durala )
) America is going to explode VIDEOS

T

U Fetxiang
I¥s not easy for the American people

nd save the American people

Yang Xieewo
¥ Flyoutof the US.
.y
oy T itk Sesutfl finess speciel pul  The United Bosmafel womers hody o T Wesdlos
2 ouch Hong Kong! The US...  not just
Leaving the US. is the best choice

-y

It appeared the media was frequently  cross-posted across accounts and conducting a simple
site -specific search for the video title identified some of the posters using the same titles.
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https://www.youtube.com/watch?v=mfc1Dksp-98
https://www.youtube.com/channel/UCC6cVrLTG4qoP8pqXnSzlNQ/videos
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Al YORngOs COQYuUOYLjOg!I LUYTI OCt GYGgLjYs Ol Tt 1 ©@0nYuLjgiFt YuU
i YAwi UOYdFGuOnYauguoOLjYlewpspoonsuit GLUYTft Ft Y

site:youtube.com "XEA T EFEE! XIBSNBNHRBELTEEEE X

Q Al [ Videos & News Q Maps [&) Images : More Settings

About 4 results (0.42 seconds)

https://www.youtube.com » watch

XEHATEE! REESTENEBESA T XEEFBHKRK

l ;_ 4 6B, XEERGBLBEARES, BHREHAEHBSTA.
l A.§~‘ (ZEHRTES ZIBERNPURERETRT ...

5 Apr 2021 - Uploaded by #3kA13R

https://www.youtube.com » watch
XEDATEE! ZEHBLUSNEREELR T XEEFTENKK

- « XEENAFATEE! ZHELUENHEREESRTXEEFEBNKK. 10
views10 views. « Apr 5, 2021. 0.0 ...
6 Apr 2021 - Uploaded by EFIMISHE

https://www.youtube.com » watch

EXEMATEE! ERHEBLUSNERESAS 7T XEEEENKK
- = EENATEE! RIBESMPHNBRAELRT XEEFEBHKMY. 6 viewsb
. views. * Apr 5, 2021.0.0 ...
6 Apr 2021 - Uploaded by BA#/)\i8

https://www.youtube.com » watch

XEHTTER! REBSABNRERES T XEETENKK

s - XENARTEE! ERESWBHHMERELRT ZEEFEIKM. 8 viewss

views. * Apr 5, 2021.0.0 ...
6 Apr 2021 - Uploaded by 34

UVLY FLOGCYUUOVTgaChl OVt T¥

Q

Tools

While those same videos were one indicator, the other was the comments underneath them,

which appeared to be, more often than not, the same accounts cross

-commen ting on each post.
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* YouTube = ¥ Youlube

Edna Salter 10/
RENAUAY, REFBASNHEFTR

. 9

L mpaczasme
w 9 REPLY
Dobbins Nana g/
Ablott Madeleine 1 month ag EROREA SBRGER
EXENFRE . 9
e §'  REPLY
REMARS >
B 1 month ago AARRHNGTET
RENENRERRRSH TIE
L h s wie y
Dobbins Nana 1 Rt AWF IR
FNERVPMLER, EHEESFE? - 9
bt o EWNHNE

o L zmmammA

FRARERIEAEF - 9

. 9 REPLY F 3
i} FANZE!

" o

3K\ 1 mont

REBRENEAO

e §'  REPLY W 1 month ag
SaERE

Mattie Magdalen 1 month ag . 9

| EAREARNORNRE—NRT
e ®'  REPLY ,  Mattie Magdalen 1

| GREERRASHARERE

Edna Salter 1 month ag - e

NTHRGE, REAHABHRE

N TS
| REPLY

¢ BIRAEIRREA
MEMRES 1 month ag . 9
HRAXWT, HECROBPELTLHE,
e &' REPLY

LN g
FRF2PEAR

FUR 1 month ag - 9

FRZE, TZ! e

i FEBLHT

$HEW 1 month ago i 9

R ARBEEE e

Wy ' BERLY REFOUAR T SOREHF
" 9

In a more metric -based analysis, across the board of accounts we were able to identify similar
patterns where each video would have between 10 -12 comments on average (if they had any
comments at all).

For example, the data o f the following three channels can be seen here:

l

https://mattw.io/youtube -

metadata/bulk?submit=true&url=https://www.youtube .com/channel/UCHIT4P -
MEKgfFId6L_JcQ3Q

https://mattw.io/youtube -
metadata/bulk?submit=true&url=https://www.youtube.com/channel/ UCC6cVrLTG4goP8p
gxXnSzINQ

https://mattw.io/youtube -
metadata/bulk?submit=true&url=https://www.youtube.com/channel/lUCTs_SjlzOHsWLKkF

VOWCh -gA
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https://mattw.io/youtube-metadata/bulk?submit=true&url=https://www.youtube.com/channel/UCHIT4P-MFKqfFId6L_JcQ3Q
https://mattw.io/youtube-metadata/bulk?submit=true&url=https://www.youtube.com/channel/UCHIT4P-MFKqfFId6L_JcQ3Q
https://mattw.io/youtube-metadata/bulk?submit=true&url=https://www.youtube.com/channel/UCHIT4P-MFKqfFId6L_JcQ3Q
https://mattw.io/youtube-metadata/bulk?submit=true&url=https://www.youtube.com/channel/UCC6cVrLTG4qoP8pqXnSzlNQ
https://mattw.io/youtube-metadata/bulk?submit=true&url=https://www.youtube.com/channel/UCC6cVrLTG4qoP8pqXnSzlNQ
https://mattw.io/youtube-metadata/bulk?submit=true&url=https://www.youtube.com/channel/UCC6cVrLTG4qoP8pqXnSzlNQ
https://mattw.io/youtube-metadata/bulk?submit=true&url=https://www.youtube.com/channel/UCTs_SjlzOHsWLkFV9WCh-qA
https://mattw.io/youtube-metadata/bulk?submit=true&url=https://www.youtube.com/channel/UCTs_SjlzOHsWLkFV9WCh-qA
https://mattw.io/youtube-metadata/bulk?submit=true&url=https://www.youtube.com/channel/UCTs_SjlzOHsWLkFV9WCh-qA

Below are the screenshots of that metadata.
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It should be noted that the impact of these videos was very limited, and for most channels in their
entirety, on average they had less than 200 views per channel.
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Part two: Narratives tell a consistent theme

Our research identified a number of narrati  ves currently being promoted by the network. Some
of the narratives have been identified in prior research on pro  -China propaganda campaigns,
whereas others are new to this network.

This research piece does not intend to fact check or disprove the claims, but rather identify the
narratives, which were used to discover and research alternative narratives as seen in this report.
The focus of this reporting is on the pro -China propaganda networks.

By identifying these narratives, this report does not wisht o discredit, delegitimi se, or undermine
the serious issues they represent.

The list of topics the network seeks to influence through its various information tactics are as
follows:

US and COVID-19

US claims about Xinjiang and human rights
US and gun laws

US and discrimination

US and India COVID-19

Dr Li-Meng Yan

Guo Wengui

Hong Kong democratic movement
US and China relations

US and global conflict

US and violence

= =4 =4 =4 4 4 -4 - -4 -4 4

Documentation of those narratives and how they are promoted are explored below.
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US and gun laws

The network sought to amplify the subject of gun violence in the US with any reporting on the
issue being transferred into meme format and fed out through the network under the hashtag
# (United States).

The CCP has previously criticised the US for high rates of gun violence. In the past, the CCP had
promoted the narrative that the US  was hypocritical in its condemnation of others, while failing
to address domestic issues such as gun violence. This narrative has been uncovered in reporting
by the New York Times , in its reference to a publication by the  Global Times in 2018.

The same narrative has been echoed on social media with the amplification by accounts in the
network thro ugh commentary posts on gun violence in response to specific events.

¢!, sun Zilin
4

21% !r.'
i3y April 17 at 4:25 AM - Q

#3£[E At least 8 people were killed in the FedEx warehouse shooting in the United States!
There have been many gun cases recently and the scenery is beautiful

[
@ April 20 at 4:14 AM - Q@

#£[E Three times a day! Is the gun violence in the United States
really unsolvable?

riy
More tragedies occur more frequently. Why is the US gun
violence "epidemic" difficult to treat?
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https://twitter.com/search?q=%23%E7%BE%8E%E5%9B%BD
https://www.nytimes.com/2018/02/23/world/asia/china-us-gun-violence.html
https://www.globaltimes.cn/content/1090293.shtml
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217y
@67XAYaTnTpLsj90

#= = ZEM/L BMERRRNFBLEH, BERIE
*gi{ AR TERNEHEE, BLE T AR
i,

y Google

#==|Z| Violent attacks and large-scale gun battles broke
out frequently in the United States in recent days. It can
be seen that the level of decay in this country has
reached the point where people and gods are angry.

/ 3 ’.;.'"'

2:38 AM - Apr 8, 2021 - Twitter Web App | IMGJ

One of the accounts identified on YouTube as posting videos using the same narratives as seen
echoed by the networks on Twitter and Facebook also uploaded a video on the frequent
shootings in t he US, using media clippings and footage with narration of those events.
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In the comments section (pictured below ¢ auto translated) were comments about the
government, social security and general civilian safety.

Laa?

-
BREAKING | Suspect In Critical Condition
S | After Being Shot By Police

A e

There are frequent shootings in the United States, and social security is worrying

rodela smithy
They never took the lives of the people in their hearts

fred valerie
The government has to reflect on such a big disturbance

Jjavier madie 1

This is the United States, a self-proclaimed paradise, where guns are flooded and people’s lives are not guaranteed.

gave simard
This is the real United States. Social security is very poor. It is facing the danger of being shot at any time and anywhere, and life is constantly rising and falling under the threat of death.

REPLY
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The targeting of the subject of gun violence in the US has also been echoed by public figures
such as from China state -affiliated media Editor -in-Chief, who used gun violence and COVID -19
in the US as a way to discredit US claims about human rights issues  in Xinjiang.

Hu Xijin #3595%# @ @HuXijin_GT - Mar 23
China state-affiliated media

"Shooting” is a frivolous word to describe the incident. It's slaughter. How
ridiculous that Washington condemns human rights situation in Xinjiang, a
region that has regained peace and harmony from terror attacks when
people in the US are massacred by COVID-19 and firearms.

NEWS - CRIME AND PUBLIC SAFETY « N

Boulder shooting: Gunman kills 10, including police officer, at King
Soopers
Boulder police say Officer Eric Talley was first on the scene when killed; investigation will take several days

00000

US claims about Xinjiang and human rights

There has been significant documentation + FYGUOYgCCOt OnYUUBGgFY!I Gt OulLjygr aLj
area and the oppression of Uyghurs. Postsinthenet Gt | bYgO9s CGTAYLCgGaLjYt TYoTgr |
of the human rights abuses in Xinjiang.

Moore Ritika
MIpLALEAN-D adelita adelisa

Even if the Xinjiang issue is moved to the United Nations, the lies
fabricated by the United States and the West will not become true.

il Even if the Xinjiang issue is moved to the United Nations, the lies fabricated by the
United States and the West will not become true.

HAEHEERIRAE , RSRENRE BATTH

AMIETEERIRAE  RPSRERE AT TN

This denialist content has also been echoed by Chin  ese Government representatives and China -
linked media.

52


https://xinjiang.amnesty.org/
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For example , Chinese Ministry of Foreign Affairs Information Department spokesperson Lijian
Zhao has regularly tweeted or retweeted content that attempts to delegitimi se the claims.

Very similar content is echoed from Editor -in-chief of the Global Times Hu Xijin.
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