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Analysis of the #RealSikh Influence Operation  
 
By Benjamin Strick  
 

 
 
This report exposes a coordinated influence operation that uses fake personas on multiple social 
media platforms to promote narratives arguing that ωǀŌģƇϊϔàűƄŬǈϔǈǜƽƽƚǀǔϔǔŬŌϔkƑņűģƑϔťƚǳŌǀƑƏŌƑǔϔ
and Indian nationalism, and that advocates of Sikh autonomy and i ndependence are extremist 
or terrorist.  
 
The report identifies a core network of fake accounts that target other accounts supportive of 
Indian nationalism in order to spread and amplify the content and narratives generated by the 
core network. The report analyses the common profiles, content and tactics of the fake accounts 
which indicate their activity to be significantly coordinated . 
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Summary of findings  
 
The network of fake accounts  
 
A coordinated influence operation on Twitter, Facebook and Instagram is using fake personas 
acting as influencers within the Sikh community to discredit the push for Sikh independence, 
label Sikh political interests as extremist, stoke cultural tensions wi thin India and international 
communities, and promote Indian Government content.  
 
Our research identified a core network of 80 fake accounts that interacts with a much wider 
network of accounts, which appear to be authentic, to spread and amplify content generated by 
the core network.  
 
The content produced by the network has endorsement from verified accounts and has 
breakouts on news and informational sites, where tweets from the core fake network are either 
linked to, or embedded in , posts.  
 
While the core fake network maintained its presence on all three platforms through repeated 
posting and sharing of content produced by the other fake accounts, it gained significant 
momentum through its activity on Twitter, rather than Facebook or Instagram. For exa mple, one 
tweet from one of the fake accounts on Twitter had more than 3 ,000 retweets and 16,000 likes, 
which was significantly more than any of the metrics identified on Facebook or Instagram.  
 
That core network of fake accounts comprises of:  
 
¶ 33 fake accounts on Twitter with a total of more than 84,000 followers.  
¶ 29 fake accounts on Facebook with more than 80,000 combined ϋfriendό. Of the fake accounts, 

22 were the same personas identified on Twitter, and used the same image, name, cover 
photo, and post ed the same content.  

¶ 18 fake accounts on Instagram, of which 14 were also copies of the personas on Facebook 
and 16 were copies of personas identified on Twitter.  

 
Out of all of the accounts, 14 fake personas had accounts on all three platforms, using the exact 
same names, profile images, cover photos and same posts.   
 
íŬŌϔŤģƄŌϔģĿĿƚǜƑǔǈϔĿƇģűƏϔǔƚϔľŌϔľƚǔŬϔωØŌģƇϔàűƄŬǈϊϔģƑņϔωƽǀƚǜņϔkƑņűģƑǈϊήϔíŬŌǺϔǜǈŌϔƽǀƚŤűƇŌϔƽűĿǔǜǀŌǈϔ
stolen from celebrity social media accounts, use names common in Sikh communities to appear 
as legitimate members of the Sikh community, and are brazen in their calling out of whether 
ǈƚƏŌƚƑŌϔűǈϔģϔωØŌģƇϔàűƄŬϊ or a ωŤģƄŌϔàűƄŬϊήϔíŬŌϔŤģƄŌϔģĿĿƚǜƑǔǈϔņƚϔƑƚǔϔǈŬƚǴϔǈűgns of automation, 
but rather appear to be human -ƚƽŌǀģǔŌņΩϔģĿǔűƑťϔģǈϔϋǈƚĿƄϔƽǜƽƽŌǔόϔģĿĿƚǜƑǔǈϔǴűǔŬϔǔŬŌϔǈģƏŌϔ
personas replicated over multiple platforms and repeating the same content. The core network 
is supported by a large network of authentic accounts whi ch primarily identify as Hindu 
nationalists.  
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Image 1: Examples of the core fake accounts using images from authentic accounts  
 
 
Narratives promoted by the fake network  
 
The accounts target their content at numerous issues, but primarily use the Khalistan movement 
to claim any notion of Sikh independence is extremist and terrorist related, that Pakistan is 
fuelling Sikh independence movements in India, and that western cou ntries (namely the UK, US 
and Canada) are harbo uring Sikh terrorist groups. The network uses hashtags related to Khalistan 
and terrorism when commenting on significant issues in India and abroad to target Sikh 
űƑņŌƽŌƑņŌƑĿŌΩϔŤģǀƏŌǀǈόϔƽǀƚǔŌǈǔǈΩϔģĿǔűǳűǈǔǈϔģƑņ more.  
 
àƚƏŌϔƚŤϔǔŬŌϔŤģƄŌϔƑŌǔǴƚǀƄόǈϔƏŌǈǈģťűƑťϔűƑĿƇǜņŌņϔǈǔģǔŌƏŌƑǔǈϔĿģƇƇűƑťϔŤƚǀϔģĿǔűƚƑϔǈǜĿŬϔģǈϔkƑņűģƑϔ
ω©ģǔűƚƑģƇűǈǔǈϔǈŬƚǜƇņƑόǔϔǀŌƏģűƑϔǴģǔĿŬűƑťϔǈűƇŌƑǔƇǺϊϔģƑņϔǔŬģǔϔǔŬŌǺϔωƑŌŌņϔǔƚϔĿƚǜƑǔŌǀϔБϔŌǹƽƚǈŌϔǔŬŌƏϔ
ιϔǔŬŌϔ|ŬģƇűǈǔģƑűϔƏƚǳŌƏŌƑǔϔŤƚǀϔàűƄŬϔűƑņŌƽŌƑņŌƑĿŌκϊϔǔƚϔωǈģǳŌϔkƑņűģϊϔŤǀƚƏϔωÕģƄűǈǔģƑΩϔ:ģƑģņģΩϔô|Ωϔ
ģƑņϔôàϊήϔ 
 
íŬŌϔƑŌǔǴƚǀƄϔűƑĿǀŌģǈŌņϔűǔǈϔģĿǔűǳűǔǺϔǈűƑĿŌϔǔŬŌϔĿƚƏƏŌƑĿŌƏŌƑǔϔƚŤϔǔŬŌϔŤģǀƏŌǀǈόϔƽǀƚǔŌǈǔǈϔűƑϔkƑņűģϔ
which have been ongoing since late 2020. Both the farmers' protests and the Khalistan 
independence movement have been the  two most frequently targeted subjects of the core 
network of fake accounts.  
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The political and information context  

 
The farmers' protests have been an ongoing protest movement in response to legislation 
relating to farming passed by the Indian Governmen t in 2020. In November 2021, the Indian 
Government announced the repeal of the laws  amidst mounting pressure  and scrutiny over the 
laws. The laws were contested by farmer unions claiming they were ϋģƑǔű-ŤģǀƏŌǀό as the laws put 
farmers ϋűƑϔņģƑťŌǀϔƚŤϔľŌĿƚƏűƑťϔĿģƽǔűǳŌϔǔƚϔĿƚƏƽģƑűŌǈό and that farmers would be left worse off .  
 
©ǜƏŌǀƚǜǈϔƏŌņűģϔƚǜǔƇŌǔǈϔĿƇģűƏŌņϔǔŬŌϔŤģǀƏŌǀǈόϔƽǀƚǔŌǈǔǈϔǴŌǀŌϔhijacked  or infiltrated  ľǺϔϋŌǹǔǀŌƏűǈǔόϔ
groups. These were fuelled by claims  from Indian politicians such as National General Secretary 
of the Bharatiya Janata Party (BJP) Dushyant Kumar Gautam that there were links between the 
farmers and the pro - independence Khalistan movement. However , some farmers claimed the 
9zÕόǈϔ ǈǔģǔŌƏŌƑǔǈϔ ģľƚǜǔϔ ŌǹǔǀŌƏűǈƏϔ ǴŌǀŌϔϋťƚǳŌǀƑƏŌƑǔϔ ƽǀƚƽģťģƑņģό to delegitimi se the 
movement, label farmers as terrorists , and scare people into supporting the government to 
crackdown on the demonstrati ons. 
 
The core network of fake accounts promotes content that labels the Khalistan movement as 
extremist. The Khalistan movement refers to a campaign for the creation of a sovereign Sikh 
state  (called Khalistan) in Punjab, India, which became highly politicised following a military 
ĿģƏƽģűťƑϔűƑϔ͍͈͌ͅϔĿģƇƇŌņϔϋ²ƽŌǀģǔűƚƑϔ9ƇǜŌǈǔģǀόήϔkƑϔǔŬģǔϔĿģƏƽģűťƑΩϔǔŬŌϔkƑņűģƑϔƏűƇűǔģǀǺϔǈǔƚǀƏŌņϔǔŬŌϔ
Golden Temple in Amritsar in an  attempt to remove Sikh militants. Human rights' researchers 
reported  that thousands were killed, most of them civilians. This led to outrage and further calls 
for an independent state. Human rights' researchers documented  increasingly brutal methods 
used by security forces in the crackdown on advocates of independence following Operation 
9ƇǜŌǈǔģǀΩϔűƑĿƇǜņűƑťϔωģǀľűǔǀģǀǺϔģǀǀŌǈǔǈΩϔǔƚǀǔǜǀŌΩϔƽǀolonged detention without trial, disappearances 
ģƑņϔǈǜƏƏģǀǺϔƄűƇƇűƑťǈϔƚŤϔĿűǳűƇűģƑǈϔģƑņϔǈǜǈƽŌĿǔŌņϔƏűƇűǔģƑǔǈϊή 
 
In the content produced by the fake network, many of the memes and text are promoting the 
ƑģǀǀģǔűǳŌϔǔŬģǔϔǔŬŌϔ|ŬģƇűǈǔģƑűϔƏƚǳŌƏŌƑǔϔǴģǈϔϋǔǀǺűƑťϔǔƚϔŬűƁģĿƄϔǔŬŌϔŤģǀƏŌǀǈϔƽǀƚǔŌǈǔόϔǴŬűĿŬϔűǈϔģƑϔ
attempt to delegitimise  the farmers movement and shift the debate away from the farmer laws 
ģƑņϔűƑǔƚϔǴŬģǔϔǔŬŌϔģĿĿƚǜƑǔǈϔĿƇģűƏϔűǈϔģƑϔűǈǈǜŌϔģľƚǜǔϔωǔŌǀǀƚǀűǈƏϊϔģƑņϔω|ŬģƇűǈǔģƑϊή 
 
The use of social media to influence narrative s in India has been an ongoing issue. In 2019 
Facebook  ǀŌƏƚǳŌņϔƏƚǀŌϔǔŬģƑϔ͊̈́̈́ϔƽģťŌǈϔģƑņϔģĿĿƚǜƑǔǈϔǔŬģǔϔǴŌǀŌϔŌƑťģťŌņϔűƑϔϋĿƚƚǀņűƑģǔŌņϔ
űƑģǜǔŬŌƑǔűĿϔľŌŬģǳűƚǜǀόϔģƑņϔǴŌǀŌϔϋƇűƑƄŌņ to individuals associated with an IT Cell of the Indian 
©ģǔűƚƑģƇϔ:ƚƑťǀŌǈǈϔλk©:μόήϔ²ƑϔíǴűǔǔŌǀΩϔƑǜƏŌǀƚǜǈϔűƑģǜǔŬŌƑǔűĿϔĿģƏƽģűťƑǈϔŬģǳŌϔľŌŌƑϔŌǹƽƚǈŌņϔǈǜĿŬϔ
as mass manipulation during elections using Google Docs to spread messaging supportive of 
the Indian Government. There have also been inauthentic operations  targeting the EU and UN , 
fake news sites , fake fact checking sites  promoting the Indian Government and discrediting its 
opponents, pro -gove rnment actors amplifying violence against protesting farmers  and claims of 
state - linked trolling campaigns .  
 
  

https://www.theguardian.com/world/2021/nov/19/indian-pm-narendra-modi-to-repeal-farm-laws-after-year-of-protests
https://www.aljazeera.com/news/2021/11/19/timeline-india-farmers-year-long-protests-farm-laws
https://www.thequint.com/news/india/farmers-protesting-the-3-new-ordinances#read-more
https://www.thequint.com/news/india/farmers-protesting-the-3-new-ordinances#read-more
https://www.deccanherald.com/national/national-politics/now-farmers-will-be-back-to-serfdom-at-the-mercy-of-big-corporates-manish-tewari-891010.html
https://www.deccanherald.com/national/national-politics/now-farmers-will-be-back-to-serfdom-at-the-mercy-of-big-corporates-manish-tewari-891010.html
https://www.dnaindia.com/india/report-dna-special-farmers-protest-hijacked-by-political-parties-khalistan-terrorists-2858931
https://timesofindia.indiatimes.com/india/khalistan-supporters-have-infiltrated-farmers-protest-attorney-general-to-sc/articleshow/80233189.cms
https://www.hindustantimes.com/india-news/farmers-protest-hijacked-by-extremists-cong-wants-to-incite-riots-bjp-leader/story-N7j2RQk6Ajs6qS5mnhkPvM.html
https://www.newindianexpress.com/cities/delhi/2021/feb/05/farmers-protest-calling-us-terrorists-is-governments-propaganda-todestroy-our-movement-2259818.html
https://qz.com/india/1966256/anti-sikh-prejudice-threatens-to-derail-indias-farmer-protests/
https://www.jstor.org/stable/41421658?read-now=1&seq=2#page_scan_tab_contents
https://www.jstor.org/stable/41421658?read-now=1&seq=2#page_scan_tab_contents
https://www.hrw.org/reports/INDIA918.PDF
https://www.hrw.org/reports/INDIA918.PDF
https://www.hrw.org/reports/INDIA918.PDF
https://about.fb.com/news/2019/04/cib-and-spam-from-india-pakistan/
https://benjaminstrick.com/inside-an-influence-operation-targeting-west-bengali-politics/
https://www.disinfo.eu/publications/indian-chronicles-deep-dive-into-a-15-year-operation-targeting-the-eu-and-un-to-serve-indian-interests
https://www.huffpost.com/archive/in/entry/how-modi-shah-turned-a-women-s-rights-ngo-into-a-secret-election-propaganda-machine_in_5ca5962ce4b05acba4dc1819
https://medium.com/dfrlab/bogus-fact-checking-site-amplified-by-dozens-of-indian-embassies-on-social-media-7b4b31004699
https://medium.com/dfrlab/pro-govt-actors-amplify-hashtags-calling-for-violence-against-protesting-farmers-in-india-9bd681cf6605
https://www.buzzfeednews.com/article/pranavdixit/bjp-trolled-indians
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While there appears to be significant efforts to manipulate the digital information space, there 
are also signs of government -backed censorship and restrictions on media and those critical of 
the government. For example, in July 2021 Twitter issued a transparency report  indicating that 
India ǴģǈϔǔŬŌϔϋǈűƑťƇŌϔƇģǀťŌǈǔϔǈƚǜǀĿŌϔƚŤϔťƚǳŌǀƑƏŌƑǔϔűƑŤƚǀƏģǔűƚƑϔǀŌƿǜŌǈǔǈόΩϔģĿĿƚǜƑǔűƑťϔŤƚǀϔ͉͆ЍϔƚŤϔ
the global volume. Twitter also removed nu merous tweets  ĿǀűǔűĿģƇϔƚŤϔǔŬŌϔkƑņűģƑϔ_ƚǳŌǀƑƏŌƑǔόǈϔ
handling of the coronavirus pandemic, at the request of the Indian Government. The platform 
has also been served with blocking orders  by the Indian Government.  
 
 
Assessing the impact of the fake accounts  

 
Assessing the impact of the network, and others like it, is difficult given the nature of post -review 
metrics. However, one proven method to evaluate the impact of the network was summarised 
in a report detailing a ϋ9ǀŌģƄƚǜǔϔàĿģƇŌό by Ben Nimmo, Global Influence Operations Threat 
Intelligence lead at Facebook parent company Meta.  
 
The Breakout Scale is a model that addresses the challenge of assessing the impact of influence 
operations and disinformation. It divides influence operations into six categories indicative of 
ϋǴŬŌǔŬŌǀϔǔŬŌǺϔǀŌƏģűƑϔƚƑϔƚƑŌϔƽƇģǔŤƚǀƏϔƚǀϔǔǀģǳŌƇϔģĿǀƚǈǈϔƏǜƇǔűƽƇŌϔƽƇģǔŤƚǀƏǈϔλűƑĿƇǜņűƑťϔǔǀģņűǔűƚƑģƇϔ
media and policy debates), and whether they remain in one community or spread through many 
ĿƚƏƏǜƑűǔűŌǈόή 
 

 
 
The core network of fake accounts appears to have gained significant traction on Twitter with 
breakouts into news and information sites. In some cases, this would either be links in the articles 
to the Twitter accounts, or in other cases it was embedded tweets within news posts. These 
breakouts appear to be organic in nature.  
 
The network is also present on Facebook and Instagram. We consider this network to fall within 
Category three of  ǔŬŌϔ ľǀŌģƄƚǜǔϔ ǈĿģƇŌήϔ :ģǔŌťƚǀǺϔ ǔŬǀŌŌϔ ǈƽŌĿűŤűĿģƇƇǺϔ ƇƚƚƄǈϔ ģǔϔ ǔŬŌϔƑŌǔǴƚǀƄόǈϔ
presence on multiple platforms with multiple breakouts.  
 
  

https://blog.twitter.com/en_us/topics/company/2021/an-update-to-the-twitter-transparency-center
https://blog.twitter.com/en_us/topics/company/2021/an-update-to-the-twitter-transparency-center
https://www.theverge.com/2021/4/24/22400976/twitter-removed-tweets-critical-india-censor-coronavirus
https://blog.twitter.com/en_in/topics/company/2020/twitters-response-indian-government
https://www.brookings.edu/wp-content/uploads/2020/09/Nimmo_influence_operations_PDF.pdf
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In terms of the organic interactions with the network, there appears to be significant uptake 
primarily on Twitter in terms o f retweets and likes. There appears to be high levels of 
amplification of some tweets (with tweets like this  getting more than 16k likes). We also identified 
a number of interactions and endorsements from the ver ified accounts of public figures, 
humanitarians and personalities. For example: here , here , here , here  and here .  
 
We also identified  ǔŬŌϔǈƽǀŌģņΩϔƚǀϔľǀŌģƄƚǜǔΩϔƚŤϔǔŬŌϔƑŌǔǴƚǀƄόǈϔĿƚƑǔŌƑǔϔǔƚϔƚǔŬŌǀϔǴŌľǈűǔŌǈϔǔŬǀƚǜťŬϔ
what appears to have been organic sharing (the pages and accounts sharing them do not appear 
ǔƚϔľŌϔƽģǀǔϔƚŤϔǔŬŌϔƑŌǔǴƚǀƄμήϔ^ƚǀϔŌǹģƏƽƇŌΩϔǔŬŌϔŤģƄŌϔƑŌǔǴƚǀƄόǈϔĿƚƑǔŌƑǔϔǴģǈϔƽǀŌǈŌƑǔϔģǈϔŌƏľedded 
links within articles on commentary and news blog sites including: Latestly , Voice of India World , 
Asianetnews , IndiaTV, NewsCom . This is likely to have strengthened the legitimacy of the fake 
ƑŌǔǴƚǀƄόǈϔĿƚƑǔŌƑǔϔģƑņϔűƑĿǀŌģǈŌņϔűǔǈϔŌǹƽƚǈǜǀŌϔģƑņϔűǈϔģϔĿƇŌģǀϔŌǹģƏƽƇŌϔƚŤϔģϔľǀŌģƄƚǜǔϔŤǀƚƏϔǔŬŌϔ
ƑŌǔǴƚǀƄόǈϔƽǀŌǈŌƑĿŌϔƚƑϔǈƚĿűģƇϔƏŌņűģϔƽƇģǔŤƚǀƏǈϔǔƚϔƚŤŤ-platform sites.  
 
 
kƏƽƇűĿģǔűƚƑǈϔŤƚǀϔkƑņűģόǈϔƽƚƇűǔűĿģƇϔģƑņϔǈƚĿűal cohesion  
 
Our research has exposed an inauthentic influence operation that is using fake accounts in a 
coordinated manner across multiple social media platforms to promote narratives and content 
arguing that Sikh independence is not compatible with eith ŌǀϔǔŬŌϔǳģƇǜŌǈϔƚŤϔģϔωǀŌģƇϊϔàűƄŬΩϔkƑņűģƑϔ
national interests, or support for the current government and that anyone advocating 
independence is an extremist or even a terrorist.  
 
The core of the network are accounts positioning themselves as true Sikhs, whils t their content 
is amplified by accounts self -identifying as Indian nationalists. This suggests the influence 
operation may be targeting audiences within both Sikh and Hindu communities. The profiles of 
the fake accounts, their adoption of common Sikh name s, their use of similar if not identical spam 
hashtags and content, and our analysis of their interactions with other Twitter users, suggests 
their activity is coordinated.  
 
The basis of this report is publicly available information. This enables identification of narratives, 
tactics, and techniques, but precludes attribution of responsibility for the fake network and its 
activity to specific actors. Conclusive attribution req uires a number of points, one of which is 
access to data held by social media companies which is not accessible to external researchers 
such as the Centre for Information Resilience.  
 
However, application of the Breakout Scale, explained above, suggests t ŬŌϔŤģƄŌϔƑŌǔǴƚǀƄόǈϔ
impact is important given its targeting of multiple platforms, endorsement by legitimate Twitter 
accounts with large followings, and further amplification through breakouts on news and blog 
sites. Some tweets by the fake network which tar geted the UK and Canada as homes of the 
Khalistani movement have received more than 16,000 likes, indicating significant traction on  
the platform.  

 
  

https://archive.is/uLbmq
https://archive.ph/pY5aW
https://archive.ph/3tJNF
https://archive.ph/AlM9J
https://web.archive.org/web/20201117113312/https:/twitter.com/Tiny_Dhillon/status/1328662213322653697
https://web.archive.org/web/20200815090125/https:/twitter.com/amarprasadreddy/status/1294559155563294720
https://www.latestly.com/socially/lifestyle/festivals-events/hola-mohalla-2021-dates-and-significance-celebrate-the-sikh-festival-coinciding-with-holi-with-these-messages-and-images-2395331.html
https://www.voiworld.com/rally-organised-by-global-indians-against-separatist-agenda/
https://telugu.asianetnews.com/international/patriotic-sikh-community-took-out-a-tricolor-rally-to-protest-against-khalistanis-in-canada-qo46km
https://www.indiatv.in/world/around-the-world-patriotic-indians-took-out-a-tiranga-rally-to-protest-against-the-khalistanis-in-canada-770724
https://newscomworld.com/2021/06/23/project-khalistan-reignited-in-canada-the-rise-of-aggressive-anti-indian-movement-in-canada/
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:ƚƑǔűƑǜģǔűƚƑϔƚǀϔŌǹƽģƑǈűƚƑϔƚŤϔǔŬŌϔƑŌǔǴƚǀƄόǈϔģĿǔűǳűǔǺϔǔŬŌǀŌŤƚǀŌϔǀűǈƄǈϔǀŌņǜĿűƑťϔĿƚŬŌǈűƚƑϔǴűǔŬűƑϔǔŬŌϔ
Sikh coƏƏǜƑűǔǺΩϔ ǴŌģƄŌƑűƑťϔ ǔǀǜǈǔϔ ģƑņϔ ǜƑņŌǀǈǔģƑņűƑťϔ ľŌǔǴŌŌƑϔ kƑņűģόǈϔ ņűŤŤŌǀŌƑǔϔ ǀŌƇűťűƚǜǈϔ
communities, and increasing social divisions that could undermine the stability of one of the 
ǴƚǀƇņβǈϔƇģǀťŌǈǔϔģƑņϔƏƚǈǔϔņűǳŌǀǈŌϔņŌƏƚĿǀģĿűŌǈήϔíŬŌϔƑŌǔǴƚǀƄόǈϔģņǳƚĿģĿǺϔǔŬģǔϔǈǜƽƽƚǀǔŌǀs of Sikh 
independence are extremist or terrorist, and that Indian nationalists must take action against 
them, may contribute to an environment in which some actors consider intimidation of, or 
violence towards, the Sikh community as legitimate.   
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Part one: Twitter RealSikh Network analysis  
 
This section of the report is focused on how content generated by the fake network has spread 
via Twitter, specifically how it used the platform to spread and amplify its narratives opposing 
Sikh independence and suppor ting Indian nationalism.  
 
Through our research, we identified a core group of 33 fake accounts. There were a number of 
traits we noticed that were unique to these accounts, which assisted in the identification of the 
rest of the accounts in the network.  
 
The common characteris tics of the accounts were:  
 
1. All had more than 2 ,000 followers, with the exception of one account that appeared to be 

new in the network. Accounts with more activity had more than 6 ,000 followers each.  
2. All of the accounts appear to follow as many accounts as they have following them, if  

not more.  
3. The followers of the accounts, as well as the accounts themselves, appear to be human -

operated and not automated.  
4. All of the accounts use names that are very clearly Sikh names in order to be seen as Sikh and 

as part of the community.  
5. Almost all of the fake accounts use profile pictures of celebrities  
6. ƇƇϔƚŤϔǔŬŌϔģĿĿƚǜƑǔǈϔǜǈŌņϔǀŌƽŌǔűǔűǳŌϔŬģǈŬǔģťǈϔǴűǔŬϔǔŬŌϔǴƚǀņϔϋ|ŬģƇűǈǔģƑűόϔűƑϔǔŬŌƏΩϔŤƚǀϔŌǹģƏƽƇŌϔ

#Khalistanis, #Rea lSikhsAgainstKhalistan, #SikhsRejectKhalistan and #ShameOnKhalistanis.  

 
These common characteristics provide an insight into how content and narratives promoted by 
the network are spread and amplified. The following paragraphs provide a more detailed 
analysis of those characteristics.  
 
 
Network analysis  
 
We collected the data of 398 accounts that had liked, retweeted or commented on tweets that 
used the hashtags #RealSikhsAgainstKhalistan, #SikhsRejectKhalistan and #RealSikhs. These 
were three hashtags th at appeared to be commonly used in the network, particularly by 
accounts with larger numbers of followers.  
 
This data was collected by querying Twitter using the Twitter Search API to obtain recent tweets 
matching the queried hashtag. This was done in ord er to track the spread of the conversation 
relating to each hashtag, rather than the tweets alone, in order to then identify amplifier accounts 
and to assess the impact of the network.  
 
We created a visualisation of this network, below, with the nodes (acc ounts) appearing as circles, 
and interactions between accounts such as likes, retweets and comments, represented as lines 
between the nodes.  
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Image 2: Visualisation of interactions between core fake accounts and other Twitter users.  
 
The visualisation uses a dual circle layout function in Gephi to identify the accounts that have 
more prominence within the network. In the inner circle the nodes and their names appear larger 
to illustrate the higher number of interactions (likes, comment s and retweets) between the 
ǈƽŌĿűŤűĿϔƽƚǈǔǈϔǔŬģǔϔǜǈŌņϔƚƑŌϔƚŤϔǔŬŌϔω|ŬģƇűǈǔģƑűϊϔŬģǈŬǔģťǈϔģƑņϔƚǔŬŌǀϔģĿĿƚǜƑǔǈήϔ 
 
Visualisations based on the number of interactions are helpful in identifying not only the 
accounts that have more traction ξ in this case the core network of 80 fake accounts ξ but also 
the supporters of those core accounts who spread and amplify their co ntent.  
 
It is also helpful as a visual aid to highlight the significance of how a small number of well -
ĿǜǀģǔŌņϔϋǈƚĿƄϔƽǜƽƽŌǔόϔģĿĿƚǜƑǔǈϔǔŬģǔϔƽƚǈǔϔǀŌťǜƇģǀƇǺϔģƑņϔǔģǀťŌǔϔģƑϔŌǹűǈǔűƑťϔťŌƑǀŌϔƚŤϔĿǜƇǔǜǀŌϔƚƑƇűƑŌΩϔ
can influence public opinions and amplify specific ta lking points to such a wide audience.  
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For example, the most popular account in this dataset is @simrank60419840. In the image below, 
ǴŌϔĿģƑϔǈŌŌϔǔŬǀƚǜťŬϔǔŬŌϔģĿĿƚǜƑǔόǈϔĿƚƑƑŌĿǔűƚƑǈΩϔǔŬģǔϔǔŬŌǀŌϔűǈϔƽǀƚƏűƑŌƑǔϔǈǜƽƽƚǀǔϔŤǀƚƏϔľƚǔŬϔǔŬŌϔ
outer circle (the wider Twi tter community), as well as from the inner circle (the core fake 
accounts), especially on the right side of the inner circle which are ranked anticlockwise in terms 
of prominence.  
 

 
 

Image 3: Network analysis focused on Twitter account @simrank60419840.  
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The same pattern can be identified in other larger accounts, such as @nupurkaur1, 
@sukhlee72644266, amarjot42854873 and @akhalistan.  
 

     
 

     
 
ČŬűƇŌϔ ģƑϔ ƚǳŌǀǳűŌǴϔ ƚŤϔ ģϔ ǈģƏƽƇŌϔ ƚŤϔ ǔŬŌϔ ƑŌǔǴƚǀƄόǈϔ ģĿǔűǳűǔǺϔ űǈϔ ǜǈŌŤǜƇϔ űƑϔ ĿģƽǔǜǀűƑťϔ ƽƚǈǈűľƇŌϔ 
size, spread and  how it amplifies its content, it is important to observe the granular detail of 
individual accounts to identify their tactics, techniques and procedures in manipulating the 
information space.  
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Profiles of the followers of the core network of fake accounts  

 
Many of the accounts appeared to have large numbers of followers, and were following just as 
many accounts, if not more. This may indicate that there has been a considerable effort spent to 
build up these accounts by following those that fall wit hin the target audience or intended 
demographic of this influence operation.  
 
Below are some of the accounts in the network to indicate the follower/following ratio.  
 

                
 

                
 

           
 
Many of the accounts in the network appear to have overlaps with other fake accounts in terms 
of both the people they follow as well as the people they have following them. For example,  
in an assessment of accounts @kaurgunjann, @jimmykaur3 and @simrank60 419840 there are 
1,042 accounts that are followed by all three. There are also 1,007 accounts that follow all  
three accounts. These following accounts appear to be authentic human -operated, and do not 
appear to be using methods of automation that have bee n seen in other social media 
amplification networks.  
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Below is a visualisation made through Followerwonk of the overlap of the accounts.  

 

 
 
While the overlap of followers across accounts does not indicate anything specific on its own, it 
should be taken in context with the analysis of other publicly available information. For example, 
we also assessed the biography field of the Twitter accounts that were following five of the most 
prominent fake accounts as the biographies of the followers frequently incl uded the words 
ωƽǀƚǜņϊΩϔωkƑņűģƑϊΩϔωfűƑņǜϊϔģƑņϔωnģǔűƚƑģƇűǈǔϊήϔ 
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We looked in detail at the biographies of the followers of five accounts from the core fake 
network: @KaurGunjann, @JimmyKaur3, @Jasmeet09660105, @Gurpree91384693 and 
@SimranK60419840. Word -clouds were created to indicate the most commonly used words in 
ǔŬŌϔŤƚƇƇƚǴŌǀǈόϔľűƚťǀģƽŬűŌǈήϔíŬƚǈŌϔǴƚǀņ-clouds can be seen below.  
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The word -clouds indicate that there appears to be strong similarities in the biographies of many 
of the ŤƚƇƇƚǴŌǀǈϔƚŤϔǔŬŌϔģĿĿƚǜƑǔǈϔģƑņϔǔŬŌϔƚǳŌǀƇģƽϔƚŤϔǴƚǀņǈϔǈǜĿŬϔģǈϔωƽǀƚǜņϊΩϔωfűƑņǜϊϔģƑņϔ
ωƑģǔűƚƑģƇűǈǔϊήϔíŬűǈϔƏģǺϔľŌϔŌǹƽƇģűƑŌņϔľǺϔǔŬŌϔƽǀŌ-existence on Twitter of a number of accounts 
whose owners are supportive of Indian nationalism and who have chosen to follow dis cussions 
of Sikh-related issues on Twitter by tracking the hashtags aimed at the Khalistani movement.  
This interpretation would also explain the existence of overlapping followers of the fake 
accounts, and overlaps in who they follow, that was analysed ab ove. 
 
The connection between these ξ likely authentic ξ accounts and the core network of fake 
accounts may be due to the core accounts having identified people on Twitter already posting 
pro -government and nationalist content  and having then connected with  those people in order 
ǔƚϔǜǔűƇűǈŌϔǔŬŌƏϔģǈϔģϔľƚņǺϔƚŤϔƑģǔűƚƑģƇűǈǔϔǈǜƽƽƚǀǔŌǀǈϔǔŬģǔϔǴűƇƇϔģƏƽƇűŤǺϔǔŬŌϔĿƚǀŌϔƑŌǔǴƚǀƄόǈϔǔǴŌŌǔǈήϔ 
 
 
Names of the fake accounts  

 
Examining a list of 33 accounts on Twitter we identified in our research, 18 of them use the 
ǈǜǀƑģƏŌϔω|ģǜǀϊήϔ|ģǜǀϔűǈϔģϔĿƚƏƏƚƑϔǈǜǀƑģƏŌϔŤƚǀϔàűƄŬϔǴƚƏŌƑϔģǈϔűǔϔƏŌģƑǈϔϋƽǀűƑĿŌǈǈόήϔ 
 
Other surnames that appeared in the core network of fake accounts were Dahiya, Singh and 
Sandhu, all of which are also common Sikh surnames.  
 
The use of these names, along with the fake  ƽǀƚŤűƇŌϔƽűĿǔǜǀŌǈϔģƑņϔǔŬŌϔϋƽǀƚǜņϔǔƚϔľŌϔàűƄŬόϔǈƇƚťģƑǈϔ
often seen tweeted from the accounts, appears to indicate that these accounts wanted to be 
seen as Sikhs in order for their narratives on Sikh agendas to be influential.  
 
Tweets from the fake accounts i ncluded messaging intended to convey their legitimacy as Sikhs 
ǔŬǀƚǜťŬϔǔǴŌŌǔǈϔģľƚǜǔϔωØŌģƇàűƄŬǈββϔģƑņϔω^ģƄŌàűƄŬǈϊΩϔľŌŤƚǀŌϔģņǳƚĿģǔűƑťϔǔŬŌϔƽƚǈűǔűƚƑǈϔǔŬģǔϔàűƄŬόǈϔ
should take on political issues such as independence. Below are examples of how this was done. 
TheǈŌϔƽƚǈǔǈϔǴŌǀŌϔűņŌƑǔűŤűŌņϔľǺϔǈŌģǀĿŬűƑťϔǔŬŌϔƽŬǀģǈŌϔωέØŌģƇàűƄŬϔģƑņϔģϔέ^ģƄŌàűƄŬϊή 
  



 

 

 

 18 

 
 

 
  



 

 

 

 19 

 
 

 
  



 

 

 

 20 
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Fake profile pictures  

 
Many of the fake accounts in the core network identified in this research used images of 
celebrities as their profile pictures. While an initial image reverse search did not reveal the same 
images immediately, after repeated searches of similar looking peo ple we were able to identify 
the exact same images used by the celebrities and confirm that the image was indeed fake.  
 
This also indicates an attempt to make the search for the profile images slightly more difficult 
than just through an image reverse sea rch. The majority of core accounts used images that were 
not immediately present after conducting an image reverse search on Google Image reverse 
search or Yandex image reverse search. Some of the accounts had either used images that were 
on social media p latforms such as Instagram, that did not index on Google.  
 
One of the accounts with more than 6 ,000 followers is  Simraun Kaur,  who uses the Twitter handle 
АàűƏǀģƑ|͈͍͈͊̈́͌̈́ͅήϔàűƏǀģǜƑόǈϔƽǀƚŤűƇŌϔűƏģťŌϔűǈϔģĿǔǜģƇƇǺϔǔŬģǔϔƚŤϔNeeru Bajwa , a Canadian actress 
who started her career in Bollywood films.  
 
Another account, Nupur Kaur, who also identifies as Sikh through her biography, is actually the 
photo of the sister of Mubashra Aslam, seen here in a dress .  
 
Tanvir Sandhu,  is using the image of actress Isha Rikhi. 
 

      
  

https://www.ptcpunjabi.co.in/neeru-bajwa-shared-a-picture-with-her-twin-daughters-said-i-am-proud-to-be-the-mother-of-three-lovely-daughters
https://www.instagram.com/p/BfL3tjRnFp3/
https://alchetron.com/Isha-Rikhi#isha-rikhi-7e10df21-ba6e-4649-8dab-f083df38b2c-resize-750.jpeg
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Gunjan Kaur is using the image of actress Mandy Takhar . 
 

      
 

 
Armajot Kaur uses an image of Nimrat Khaira . 
 

      
  

https://www.instagram.com/mandy.takhar/?hl=en
http://punjabigram.com/nimrat-khaira/
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Jimmy Kaur uses an image of Punjabi actress Wamiqa Gabbi . 
 

      
 
While the use of fake profile pictures may appear to be deceptive, it does not, on its own, mean 
that there  is inauthentic activity. But rather, in looking at the whole, it appears that the use of fake 
profile pictures in this network may indicate the intention to conceal the identity of the real 
actor/s behind the accounts and represent themselves as something  they are not.  
  

http://www.punjabigram.com/photograph-of-punjabi-actress-wamiqa-gabbi-2/
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Repeat use of similar hashtags across the network  

 
There are signs that the core network of fake accounts is coordinated through the use of the 
same, or very similar hashtags. These are often specific to the narratives which will be discu ssed 
more below.  
 
While the use of the hashtags #RealSikh and #FakeSikh have already been referenced above, 
their usage has been common in the network whenever there is criticism of a Sikh issue ξ this 
has been especially the case around the issue of the Khalistani movement, with many tweets 
claiming that #FakeSikhs support the Khalistani movement, as seen below.  
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Many of the accounts identified in the core network use similar keywords in their hashtags in 
different variations, many of which are hashta gs unique to this network and not used by others. 
For example, this can be seen in the account below targeting the Khalistan word in the tags.  
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9Ǻϔ ƇƚƚƄűƑťϔ ģǔϔ ƚƑŌϔ ƚŤϔ ǔŬŌϔ ƇƚƑťŌǀϔ ŬģǈŬǔģťǈϔ ǜǈŌņϔ ľǺϔ ϋØģǳƑŌŌǔ |ģǜǀόϔ ǈǜĿŬϔ ģǈϔ
#NeverForgetKhalistanTerrorism, we can identify further amplification of this hashtag which 
crosses over with many of the accounts identified in this report.  
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Some hashtags targeting the Khalistan movement appear to have gone more viral than others, 
such as the one below (archived here ) which received more than 16,000 likes and 3,000 retweets.  
 

 
 
The accounts also po sted in a similar manner by tagging other accounts in threads, just like using 
the hashtags. This might be to gain traction in the original tweet in the hopes of strong 
amplification levels, or to signify to nationalist or supporting accounts that a new po st has been 
made by the influencer.  

  

https://archive.md/uLbmq
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There have been numerous topics, such as suggesting foreign harbouring of Khalistan in Canada 
and the UK as well as targeting activists by mixing in several unique hashtags. An example of 
this can be seen below.  

 

       
 

 
 

Use of English for all posts by fake accounts  
 
Much of the content seen on Twitter, as well as the other platforms, was posted in English. While 
the research was conducted in English, reviews of the main influencer accounts identified very 
little content posted in Punjabi. This may either be due to the  targeted audience of the network 
being non -language specific (using English rather than specifically Punjabi or Hindi), or because 
the people operating the Sikh influencer accounts are not able to write sufficient text in Punjabi.  
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Part two: Facebook and  Instagram analysis  

 
The fake Twitter accounts appear to use similar names in a standard operating persona, and 
after a search on Facebook, our research identified almost all of the Twitter accounts had the 
same personas on Facebook.  
 
Many of the fake acc ounts used the same profile picture, and in many cases the same cover 
photo to standardise the personas across platforms.  
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It was evident throughout the research that the individual personas cross -posted content and 
memes and used the same hashtags in their posts on both Twitter and Facebook.  
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The personas on Facebook also had the similar hallmark of the accounts on Twitter by appearing 
to have significant numbers of followers and using the same fake profile pictures which were 
stolen from celebrities.  

 

 

 
 
AǜŌϔǔƚϔ^ģĿŌľƚƚƄόǈϔǈŌģǀĿŬϔǀŌǈǔǀűĿǔűƚƑs and privacy, we were not able to assess the authenticity 
of all of the followers . However , many of the accounts we did look at appeared to be authentic 
users of the platform.  
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Many of the core fake accounts on Twitter and Facebook were also replicated  on Instagram with 
the same images and names and posted extremely similar content, however one difference was 
the number of followers they had. Unlike the Twitter and Facebook accounts, however, the 
Instagram accounts were following a higher number of acco unts than they had followers.  
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Part three: Frequently targeted narratives  

 

Our research identified a number of narratives currently being promoted by the core network of 
fake accounts. While these narratives shift across different subjects, there appears to be a 
consistent theme of using the Khalistani movement as a way to inflame topics.  
 
One of the narratives identified in the research was targeting the farmersό protests. The fake 
network has repeatedly used messages cla űƏűƑťϔǔŬģǔϔϋ|ŬģƇűǈǔģƑűϔǔŌǀǀƚǀűǈǔǈόϔŬűƁģĿƄŌņϔǔŬŌϔŤģǀƏŌǀǈόϔ
protests. This message, conveyed through memes and text, is likely an attempt to delegitimise  
ǔŬŌϔŤģǀƏŌǀǈόϔƏƚǳŌƏŌƑǔϔģƑņϔǈŬűŤǔϔǔŬŌϔņŌľģǔŌϔģǴģǺϔŤǀƚƏϔǔŬŌϔŤģǀƏŌǀϔƇģǴǈϔģƑņϔűƑǔƚϔǴŬģǔϔǔŬŌϔ
accounts claim is ģƑϔűǈǈǜŌϔģľƚǜǔϔωǔŌǀǀƚǀűǈƏϊϔģƑņϔω|ŬģƇűǈǔģƑϊήϔ 
 
The platforms suspended these accounts from the platforms off the back of this research, which 
was just days prior to the announcement of the repeal of the farm laws  in November 2021.  
 

       
 

        

https://www.bbc.co.uk/news/world-asia-india-59342627
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One post in the fake network attempted to ǀģƇƇǺϔƑģǔűƚƑģƇűǈǔǈϔǔƚϔϋǈģǳŌϔkƑņűģό in that Indian 
ω©ģǔűƚƑģƇűǈǔǈϔǈŬƚǜƇņƑόǔϔǀŌƏģűƑϔǴģǔĿŬűƑťϔǈűƇŌƑǔƇǺϊϔģƑņϔǔŬģǔϔǔŬŌǺϔωƑŌŌņϔǔƚϔĿƚǜƑǔŌǀϔБϔŌǹƽƚǈŌϔǔŬŌƏϊϔ
ǔƚϔωǈģǳŌϔkƑņűģϊϔŤǀƚƏϔωÕģƄűǈǔģƑΩϔ:ģƑģņģΩϔô|ΩϔģƑņϔôàϊήϔ 
 

 
 
Another narrative which can be seen from the screenshots in the above posts is that fo reign 
countries are providing a home to the Khalistani movement and thus threatening India. There are 
numerous references to the UK, Canada and the US in this context ξ which might indicate an 
intention to convince either Sikhs in those countries that the US, UK and Canada are interfering 
in India, or for Sikhs in India that those countries are trying to interfere.   

https://archive.is/teyQJ
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Pakistan also features heavily in claims of funding and support to the Khalistan movement. This can be seen in screenshots below 
which were identified on Facebook by searching hashtags promoted by the network such as: #PakistanBehindKhalistan, 
#KhalistanIsPakAgenda and #PakBehindKhalistan.  
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Very similar messaging, with the  use of cartoon memes, appeared on Twitter under the same hashtags by many of the same personas 
identified in the network.  
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One fake account (@SimranK60419840) appears to have a significant reach in many of its posts 
about western countries harbo uring the Khalistan movement. In one tweet  there were 
interactions of more than 16 ,000 likes, while many other tweets about the issue also appear to 
have significant impact and spread.  
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ČŬűƇŌϔǔŬŌǀŌϔģƽƽŌģǀǈϔǔƚϔľŌϔǈűťƑűŤűĿģƑǔϔƇűƑƄǈϔģƑņϔĿƚƏƽƇŌƏŌƑǔģǀűǔűŌǈϔľŌǔǴŌŌƑϔǔŬŌϔŤģƄŌϔƑŌǔǴƚǀƄόǈϔ
messaging concerning the Khalistani issue, foreign interference and the farmers ό protests, many 
of the accounts have also posted content highly supportive of the Indian Government, 
specifically the Indian Defence Force, and praising of past battles and officers. One  of the 
common topics of praise for the army was about the Kargil War in 1999 where India regained 
possession of an area from Pakistan through armed conflict.  
 

       
 

       
 

       






